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AANULN 1.

Data Protection Act 1898

The Data Protection Act 1998 is a United Kingdom Act of Parliament which defines UK
law on the processing of data on identifiable living people. It is the main piece of
legislation that governs the protection of personal data in the UK, Although the Act itself
does not mention privacy, it was enacted to bring UK law into line with the EU data
protection directive of 1995 which required Member Stales to protect people's
fundamental rights and freedoms and in particular their right to privacy with respect to
the processing of personal data. In practice it provides a way for individuals to control
information about themselves. Most of the Act does not apply to demestic use,m for
example keeping a personal address book. Anyone helding personal data for other
purposes is legally obliged to comply with this Act, subject to some exemptions. The Act
defines eight data protection principles. It also requires companies and individuals to

keep personal information to themselves.

History

The 1998 Act replaced and consolidated earlier legislation such as the Data Protection
Act 1984 and the Access to Personal Files Act 1987. At the same time it aimed to
implement the European Data Protection Direclive. In some aspects, notably electronic
communication and marketing, it has been refined by subsequent legislation for legal
reasons. The Privacy and Electronic Communications (EC Directive) Regulations 2003
altered the consent requirement for most electronic marketing to “positive consent’ such
as an opt in box. Exemptions remain for the marketing of "similar products and services"
to existing customers and enguirers, which can still be permissioned on an opt out
basis.

The Jersey data protection law was modeled on the UK law. .
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Personal data

The Act covers any data about a living and identifiable individual. Anonymised or
aggregated data is not regulated by the Act, providing the ancnymisation or
aggregation has nct been dene in a reversible way. Individuais can be identified by
various means including their name and address, telephone number or Email address.
The Act applies only to data which is held, or intended to be held, on computers
('equipment operating automatically in response to instructions given for that purpose’),

or held in a 'relevant filing system’.

In some cases even a paper address book can be classified as a 'relevant filing
system', for example diaries used to support commercial activities such as a

salesperson's diary.

The Freedom of Information Act 2000 modified the act for public bedies and authorities,
and the Durant case modified the interpretation of the act by providing case law and

precedent.m

Subject rights

The Data Protection Act creates rights for those who have their data stored, and
responsibilities for those who store, process or The person who has their data
processed has the right to™”

* View the data an organisation holds on them, for a small fee, known as 'subject
access fee®
» Request that incorrect information be corrected. If the company ignores the

request, a court can order the data to be corrected or desiroyed, and in scme

cases compensation can be awarded.”
« Require that data is not used in any way that may potentially cause damage or
[?]

distress.

e Require that their data is not used for direct marketing.[B]
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Data protection principles

1.

Perscnal data shall be processed fairly and lawfully and, in particular, shail not
be processed unless-

1. atieast one of the conditions in Schedule 2 is met, and

2. in the case of sensitive perscnal data, at least one of the conditions in

Schedule 3 is also met,

Personal data shall be obtained only for one or more specified and lawful
purposes, and shall not be further processed in any manner incompatible with
that purpose or those purposes.
Personal data shall be adequate, relevant and not excessive in relation to the
purpose or purpeses for which they are processed.
Personal data shall be accurate and, where necessary, kept up to date.
Personal data processed for any purpose or purposes shall not be kept for
longer than is necessary for that purpose or those purposes.
About the rights of individuals e.g.”
Appropriate technical and organisational measures shall be taken against
unauthorised or unlawful processing of personal data and against accidental
loss or destruction of, or damage 1o, personal data.
Personal data shall not be transferred to a country or territory outside the
European Economic Area unless that country or territory ensures an adequate
level of protection for the rights and freedoms of data subjects in relation to the

processing of personal data.

Conditions relevant to the first principle

Personal data should only be processed fairly and lawfully. In order for data to be

classed as 'fairly processed', at least one of these six conditions must be applicable to

that data (Schedule 2).
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1. The data subject {the person whose data is stored) has consented ('given their
permission”) to the processing;

2. Processing is necessary for the performance of, or commencing, a contract;

3. Processing is required under a legal obtfigation {(other than one stated in the
contract);

4. Processing is necessary to protect the vital interests of the data subject;

5. Processing is necessary to carry out any public functions;

6. Processing is necessary in order to pursue the legitimate interests of the "data
controller” or "third parties” {unless it could unjustifiably prejudice the interests of

the data subject)."”

Consent

Except under the below mentioned exceptions, the individual needs to consent to the
collection of their personal information and its use in the purpose(s) in question. The
European Data Protection Directive defines consent as “...any freely given specific and
informed indication of his wishes by which the data subject signifies his agreement to
personal data relating to him being processed”, meaning the individual may signify
agreement other than in writing. However, non-communication should not be interpreted

as consent.

Additionally, consent should be appropriate to the age and capacity of the individual
and other circumstances of the case. E.g. if an organisation "intends to continue to hold
or use personal data after the relationship with the individual ends, then the consent
should cover this." And even when consent is given, it shouldn't be assumed to last
forever. Although in most cases consent lasts for as tong as the personal data needs to
be processed, individuals may be able to withdraw their consent, depending on the
nature of the consent and the circumstances in which the personal information is being

1
collected and used.[ :
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The Data Profection Act also specifies that sensitive personal data must be processed

according to a stricter set of conditions, in particular any consent must be explioit‘[”]

Exceptions

The Act is structured such that all processing of personal data is covered by the act,

while providing a number of exceptions in Part Iv." Notable exceptions are:

Section 28 - National security. Any processing for the purpose of safeguarding
national security is exempt from all the data protection principles, as well as Part
i (subject access rights), Part [l (notification), Part V (enforcement), and Section
55 (Unlawful obtaining of personal data).

Section 29 - Crime and taxation. Data processed for the prevention or detection
of crime, the apprehension or prosecution of offenders, or the assessment or
collection of taxes are exempt from the first data protection principle.

Section 36 - Domestic purposes. Processing by an individual only for the
purposes of that individual's persanal, family or household affairs is exempt from
all the data protection principles, as well as Part !l (subject access rights) and

Part |l (notification).

Offences

The Act details a number of civil and criminal offences for which data controllers may be

liable If a data controller has failed to gain appropriate consent from a data subject.

However 'consent’ is not-specificaily defined in the Act; consent is therefore a common

law matter.

Sub-section 21(1) - This sub-section makes it an offence to process personal

information without registration.[m

Sub-section 21{2) - This sub-section makes It an offence to fait to comply with

2](

the notification regulations made by the Secretary of State” proposed by the

information Commissicner under section 25 of the Actm}).
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« Section 55 - Unlawful obtaining of persona! data. This section makes it an

offence for people (Other Parties), such as hackers and impersonators, cutside
the organisation to obtain unauthorised access to the personal data.!™
« Section 56 - This section makes it a criminal offence to require an individual to

make a Subject Access Request relating to cautions or convictions for the
purposes of recruitment, continued employment, or the provision of services."™
This was brought into effect by the Data Protection Act 1988 {Commencement

No. 2} Order 20081

Complexity

The UK Data Protection Act is a large Act that has a reputation for complexity.[m While
the basic principles are honoured for protecting privacy, interpreting the act is not
always simple. Many companies, organisations and individuals seem very unsure of the
aims, content and principles of the DPA. Some hide behind the Act and refuse to
provide even very basic, publicly available material quoting the Act as a restriction.”™®
The act also impacts on the way in which organisations conduct business in terms of
who can be contacted for marketing purposes, not only by telephone and direct mail,

but also electronically and has led to the development of permission based marketing

strategies.

Problems of interpretation

Definition of personal data

The definition of personal data is data which relates to a living individual who can be
identified

e from that data, or

« from that data and other information which is in the possession of, or is likely to

come into the possession of, the data controller
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Sensitive personal data concerns the subject's race, ethnicity, politics, religion, trade

) . L 9
union status, health, sex life or criminal record.™

Subject access

Personal data which is normally heid for under 40 days may be legitimately denied in
subject access reqguests under the Act. This is a consequence of the time limit data
controllers must meet in making their response. If the data has been deleted by the
normal procedures of the business by the time the data coniroller responds to a request,
that data cannot be supplied. For data such as cleosed-circuit television images which
are routinely overwritten, it may be impossible for a subject to exercise their data access

rights.

Regulaticn
Compliance with the Act is regulated and enforced by an independent authority, the
Infermation Commissioner's Office, which: maintains guidance relating to the Act, Full

details can be found at http:/Awww.ico.gov.uk "
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JNANUIN A,

Data Protection Directive

The Data Protection Directive (officially Directive 95/46/EC on the protection of
individuals with regard to the processing of personal data and on the free movement of
such data) is a European Union directive which regulates the processing of personat
data within the European Unicn. it is an important compenent of EU privacy and human
rights law. On 25 January 2012, the European Commission unvelied a draft European

General Data Protection Regulation that will supersede the Data Protection Directive.!”

Context

The right to privacy is a highly developed area of law in Europe. All the member states of
the European Union (EU) are also signatories of the European Convention on Human
Rights {ECHR). Article 8 of the ECHR provides a right to respect for one’s "private and
family life, his home and his correspondence,” subject to certain restrictions. The
European Court of Human Rights has given this article a very broad interpretation in its

jurisprudence,

In 1980, in an effort to create a comprehensive data protection system throughout
Europe, the Organization for Economic Cooperation and Development (OECD) issued
its “Recommendations of the Council Concerning Guidelines Governing the Protection of
Privacy and Trans-Border Flows of Personal Data."™ The seven principles governing the
QECD's recommendations for protection of personal data were:

1. Notice—data subjects should be given notice when their data is being coliected;

2. Purpose—data should only be used for the purpose stated and not for any other

PUrposes;
3. Consent—data should not be disclosed without the data subject's consent;

4. Security—collected data should be kept secure from any potential abuses;
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5. Disclosure—data subjects should be informed as to who is collecting their data;

8. Access—data subjects should be allowed to access their data and make
corrections to any inaccurate data; and

7. Accountability—data subjects should have a method available to them o hold

data collectors accountable for following the above principles.m

The OECD Guidelines, however, were nonbinding, and data privacy laws still varied
widely across Europe. The US, meanwhile, while ‘endorsing the OECD's
recommendations, did nothing to implement them within the United States.” However,
all seven principles were incorporated into the EU Directive.® In 1981 the Convention for
the Protection of Individuals with regard to Automatic Processing of Personal Data was
negotiated within the Council of Europe. This convention obliges the signatories to enact
legistation concerning the automatic processing of personal data, which many duly did.
The European Commission realised that diverging data protection legislation amongst
EU member states impeded the free flow of data within the EU and accordingly

proposed the Data Protection Directive.

Content

The directive regulates the progcessing of personal data regardless of whether such

processing is automated or not.

Scope

Personal data are defined as "any information relating to an identified or identifiable
natural person {("data subject'}; an identifiable person is one who can be identified,
directly or indirectly, in particular by reference to an identification number or o one or
more factors specific to his physical, physiological, mental, economic, cultural or social

identity;" (art. 2 a)
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This definition is meant to be very broad. Data are "personal data" when someone is able
to link the information to a person, even if the person holding the data cannot make this
link. Some examples of "personal data' are; address, credit card number, bank

statements, criminal record, etc.

The notion processing means "any operation or set of operations which is performed
upon personal data, whether or not by automatic means, such as collection, recording,
organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination,

blocking, erasure or destruction;" {art. 2 b)

The responsibility for compliance rests on the shoulders of the "controller”, meaning the
natural or arificial person, public authority, agency or any other body which alone or
jointly with others determines the purposes and means of the processing of personal

data; (art. 2 d}

The data protection rules are applicable nct only when the controller is esiablished
within the EU, but whenever the controller uses equipment situated within the EU in
order to process data. (art. 4) Controllers from outside the EU, processing data in the
EU, will have to follow data-protection regulation. In principle, any online business
trading with EU citizens would process some personal data and wouid be using
equipment in the EU to process the data (ie. the customer's computer). As a
consequence, the website operator would have to comply with the European data
protection rules, The directive was written before the breakthrough of the Internet, and to

date there is little jurisprudence on this subject.

The proposed new European Union Data Protection Regulation (a draft for which was
unveiled in January 2012) extends the scope of the EU data protection law {o ail foreign

companies processing data of European Union residents.m

124



Principles

Personal data should not be processed at all, except when certain conditions are met.

These conditions fall into three categories: itransparency, legitimate purpose, and

proportionality.

Transparency

The data subject has the right to be informed when his personal data is being

processed. The controller must provide his name and address, the purpose of

processing, the recipients of the data and all other information required to ensure the

processing is fair, (art. 10 and 11)

Data may be processed only under the following circumstances (art. 7):

when the data subject has given his consent

when the processing is necessary for the performance of or the entering into a
contract

when processing is necessary for compliance with a legal obligation

when processing is necessary in order to protect the vital interests of the data
subject

processing is necessary for the performance of a task carried cut in the pubtic
interest ar in the exercise of official authority vested in the controller or in a third
party to whom the data are disclosed

processing is necessary for the purposes of the legitimate interests pursued by
the controller or by the third party or parties to whom the data are disclosed,
except where such interests are overridden by the interests for fundamental
rights and freedoms of the data subject. The data subject has the right to access
all data processed about him. The data subject even has the right 1o demand
the rectification, deletion or blocking of data that is incomplete, inaccurate or

isn't being processed in compliance with the data protection rules, {(art. 12)
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Legitimate purpose
Personal data can only be processed for specified explicit and legitimate purpcoses and

may not be processed further in a way incompatible with those purposes. (art. 6 b)

Proportionality

Personal data may be processed only insofar as it is adequate, relevant and not
excessive in relation to the purposes for which they are collected and/or further
processed. The data must be accurate and, where necessary, kept up to date; every
reascnhable step must be taken to ensure that data which are inaccurate or incomplete,
having regard 1o the purposes for which they were collected or for which they are further
processed, are erased or rectified; The data shouldn't be kept in a form which permits
identification of data subjects for longer than is necessary for the purposes for which the
data were collected or for which they are further processed, Member States shall lay
down appropriate safeguards for personal data stored for longer periods for historical,

statistical or scientific use. (art. 6)

When sensitive personal data (can be: religious beliefs, political opinions, health, sexual
orientation, race, membership of past crganisations) are being processed, extra

restrictions apply. {art. 8)

The data subject may object at any time to the processing of personal data for the

purpose of direct marketing. (art. 14)
A decision which produces legal effects or significantly affects the data subject may not

be based solely on automated processing of data. (art. 15) A form of appeal should be

provided when automatic decision making processes are used.
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Supervisory authority and the public register of processing operations
Each member state must set up a supervisory authority, an independent body that will
monitor the data protection level in that member state, give advice to the government
about administrative measures and regulations, and start legal proceedings when data
protection regulation has been victated. (art. 28) Individuals may lodge complaints
about violations to the supervisory authority or in a court of law.
The controller must notify the supervisory authority before he starts to process data. The
notification contains at least the following information {art. 19):

« the name and address of the controller and of his representative, if any;

» the purpose or purposes cof the processing;

» adescription of the category or categories of data subject and of the data or

categories of data refating to them;
» ihe recipients or categories of recipient to whom the data mignt be disclosed:

« proposed transfers of data to third countries;

o ageneral description of the measures taken to ensure security of processing.

This information is kept in a public register.

Transfer of personal data to third countries

Third countries is the term used in EU legistation to designate countries outside the
European Union. Personal data may only be transferred to third countries if that country
provides an adequate |level of protection. Some exceptions 1o this rule are provided, for
instance when the controller himself can guarantee that the recipient will comply with the
data protection rules.

The Directive's Article 29 created the "Working party on the Protection of Individuals with
regard to the Processing of Personal Data,” commonly known as the "Article 29 Working
Party". The Working Party gives advice about the level of profection in the European

Union and third countries.
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The Working Party negotiated with U.S. representatives about the protection of personal
clata, the Safe Harbor Principles were the resuilt. According to critics the Safe Harbor
Principles do not provide for an adequate level of protection, because they contain
fewer obligations for the controiler and allow the contractual waiver of cerain rights.

In July 2007, a new, controversial,ta]

Passenger Name Receord agreement between the
US and the EU was undersigned.m

In February 2008, Jonathan Faull, the head of the EU's Commission of Home Affairs,
complained about the US bilateral policy concerning PNR.® The US had signed in
February 2008 a memorandum of understanding (MOU} with the Czech Republic in
exchange of a visa waiver scheme, without first consulting Brussels.™ The tensions
between Washington and Brussels are mainly caused by the lower level of data
protection in the US, especially since foreigners do not benefit from the US Privacy Act
of 1874, Other countries approached for bilateral Memoranda of Understandings

included the United Kingdom, Estonia, Germany and Greece."”

Implementation by the member states

EU directives are addressed to the member siates, and aren't legally binding for citizens
in principle. The member states must transpose the directive into internal faw. Directive
95/46/EC on the protection of persenal data had to be transposed by the end of 1998.

All member stafes have enacted their own data protection legislation.

Comparison with US data protection law

The United States prefers what it calls a 'secioral' approach to data protection

legislaticn, which relies'on a combination of legislation, reguiation, and self-regulation,

rather than governmental regulation alone."® Former U.S. President Bill Clinton and

former Vice-President Al Gore explicitly recommended in their "Framework for Global

Electronic Commerce" that the private secior should lead, and companies should
(1

implement self-regulation in reaction to issues brought on by Internet technology.” ™ To

date, the US has no single data protection law comparable {0 the EU’'s Data Protection
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Directive.l™ Privacy legislation in the United States tends to be adopted on an ad hoc
basis, with legislation arising when certain sectors and circumstances require (e.g., the
Video Privacy Protection Act of 1888, the Cable Television Protection and Competition
Act of 1992 ™ the Fair Credit Reporting Act, and the 2010 Massachusetts Dala Privacy
Regulations). Therefore, while certain sectors may already satisfy the EU Directive, at

least in part, most do ot

The reasoning behind this approach probably has as much to do with American laissez-
faire economics as with different social perspectives. The First Amendment of the United
States Constitution guarantees the right to free speech.“s] While free speech is an
explicit right guaranteed by the Uniled States Constitution, privacy is an implicit right

guaraniged by the Constitution as interpreted by the United States Supreme Court,“a]

although it is often an expilicit right in many state constitutions.m

Extensive European privacy regulation is-usually justified in Europe with reference to
experiences under World War ll-era fascist governments and post-War Communist
regimes, and Europeans are said to be highly suspicious and fearful of unchecked use
of personal information.“s] World War Il and the post-War period was a time in Europe
that disclosure of race or ethnicity led to secret denunciations and seizures that sent
friends and neighbors to werk camps and concentration camps.[f’] In the age of
computers, Europeans' guardedness of secret government files has translated intc a
distrust of corporate databases, and governments in Europe took decided steps to
protect personal infarmation from abuses in the years following World War 1. Germany
and France, in particular, set forth comprehensive data protection taws.?® However,
European privacy directives contain explicit exemptions for many governmental
organizations, including the EU itself, national security, taxation, and policing, and would
not have protected citizens against the abuses suffered at the hands of fascist or

communist governments.
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